_} NETWORK TRAINING CENTER (NTC) @ l
NETWORK TRAINNG

Business Continuity Management (BCM)

Duration: 2 days
Introduction

ISO 22301 standard provides a set of requirements to establish business continuity management (BCM). However,
it is essential to understand how each BCM process (e.g. business impact analysis, risk assessment, business
continuity strategies and solutions, business continuity plans and procedures and exercise program) is
interconnected in order to establish an effective BCM framework for the organization. This 2-days course is led by
an instructor who has over a decade of experience and familiarity with Business Continuity Management System
(BCMS). The training material is built from 1SO 22313, 1SO 22317, I1ISO 22331, I1SO 22332, ISO 22398 and related
international standard and leading practice but reorganized into an easy-to understand format.

What you’ll learn

= Understand BCM framework.

= Understand the interconnection between BIA, risk assessment and business continuity strategies and
solutions, business continuity plans and procedures and exercise program.

= Learn and participate in hands-on workshops covering the critical steps.

=  Become familiar with relevant standards, frameworks and leading practices related to BCM.

= Explore practical tools and techniques that support effective BCM activities.

Course outline

Day 1
= |ntroduction
= BCM framework
=  Business impact analysis
=  Workshop 1: BIA (products and services level), BIA (activities and resources level)
= Risk assessment
=  Workshop 2: business continuity risk assessment
Day 2

=  Business continuity strategies and solutions

=  Workshop 3: business continuity strategy determination and selection
= Business continuity plans and procedures

= Exercise program

=  Workshop 4: simple exercise

= Recommended resources for BCM

Who should attend

= Business continuity manager
= Risk manager

= Information security manager
= Internal auditor / IT auditor
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