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Al for Security: Practical Protection with AI Tools

syagIan 1 Ju
UANASUATLUANA

lugaisaanauleuasiiuduadiosaiias msdhseiouaznauauasmanisaisiuaNlaaafusiiaidnisidu q 1y
A3a373 Log srafia wianasladssuuauialvaifiduaiay Wnluusdagaiun1salazy na1aaIdnIIIETNNINILUINIY

W

T “aaanuaziiini” laaldinaluladdyaidsedsg (Al) wunae

ndngasfiaanuuuuniialvgizauisnla uuidanisdszans Al Auou Security a39luaddng dousn13itAs1z Log
iassiu nsesiaiunadinssufinilné nnsiiasigvitannuuiaduni Phishing sauden1sas19 Workflow dalusidsae
va3aviia Open Source 12iu N8N wag ChatGPT Tasa'lisiagfuszuusatundatng SIEM via SOC wiusuuuy fiznausy
agladiunndain Al ansazhalidunasiuanundasinastiuiaaniels uarauisainnduldusulannaluasdns
WainlszanEn1wnsasiady msudoidau wasnsasessuvilasAunuusiaiiiagldviudi

Janilscaea

. wintawumeld AL tiazae “Ehseds — udsifiau — fdasAu” tussuy IT Leviud
= Winawnslad N8N uag ChatGPT wiaashe Security Automation iiassiu
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Introduction & Overview
= awsudaanaulauasgalui uazunuinaay Al Tuasasaduuacilavdu
= uwuwiAm Threat Intelligence, Behavior Monitoring wag Automation e Al
= ghathensdlase: Al asaadumsTaudlussuudiug, login Anlnd, wastayasrva

= awnueTaciia Al MasAnsanunsasusiuleaviud (ChatGPT, Copilot, N8N, Open-Source Tools)

Core Applications in IT Security

= a5l AL Siesvingdnssuidedndanndaya Log

A3l ChatGPT w3a Copilot 2haau Log uazagiiilu Human-readable Summary
= asuau N8N Au Open API wiagotiayaudotfiaudnlulis

= ghathe Workflow 7l2u Incident Monitoring & Response seduiugiu

Lab 1 — "AI Reads Security Log” (Simple & Practical)
= a3adfia: N8N + ChatGPT
»  Yaguszaed: Wiunsvununsid Al Siasev Log iiadumanufiaind

. Aianssu:

1i1 Log é7aeine (vafu Login Failures w3a Access Attempt ann CSV) 12ing N8N

12 Node “AI Text Analysis” #3a ChatGPT Node 2haasi Log inaede
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= lvszuudedamnuuidifiay (W1 Email u3a Line Notify) tflawu Keyword voiu “failed”, “denied”,
“unauthorized”
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Lab 2 — “AI Detects Suspicious Message”
=  ia3asfia: ChatGPT (Web w¥a API sinu N8N)
= Yagustaed: Beusialv Al Siangvitiannudwaiaviaudas Phishing
. fianssu:
= DiiFauaavilaurdamnudiuaiiaag 2-3 atfu (339/daan)
= Taf Prompt alu Al szyinfwatiu “laande / inaeds / duasia” wiauvana
»  spdsduuuuastamdu Phishing 7 Al indu'le wfu diseish / &erddaan / damanuaauiaia
= uasauavafilsainesdduuloung Awareness atineg'ls
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Waans: pisauttnlanisdssans Al 6inu NLP d'u Security Awareness ‘laiviui

Risk Management & Continuous Protection
= szyanudneannnisla Al lussuuaudaaasia (t2tu False Alarm, Data Exposure)
=  uanA1s Human Oversight: Tiiauasiagaunaans Al Aauwlgifiauasy
= o PDCA wiawaiun Workflow 1viusiushduidas «
= wuI9MsLianTaedu ISO/IEC 27001 wag NIST AI RMF

Discussion & Wrap-up
= g@yduuinmennsin Al Security Automation unlaluavdnsg
= uusnseidnm Al 1afR591u Cyber Defense

= Q&A/ Reflection: “Al ‘Lilsunuau wazhaaulWiiugeiuaeluiviu”
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o 1 d W7 IT / Security Analyst / System Admin Msiagnsi3ausialal Al inthaasaduduanaiu

o fiansdruanulaaasaansauwnd (Information Security / Risk Manager) #isiagn1suuinigisusiy
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e i SOC / Incident Response / IT Operation AaLnnanAIsEAITATIA Log wasANANGEIUANS
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o ymansana Data / Developer / Al Enthusiast Misulanaaaslziasasfiaatng ChatGPT, Copilot,
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= NIST AI Risk Management Framework (RMF)

. ISO/IEC 27001: Information Security Management System
= ISO/IEC 42001: Artificial Intelligence Management System
= NIST SP 800-177 & MITRE ATT&CK
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