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Certified Secure Computer User (CSCU) v3 
 

Duration 2 Days 
 
 
COURSE DESCRIPTION 
 

The CSCU program is designed to educate students on the safe operation of computers, devices, and 

networks by focusing on the more practical aspects of networking and security, allowing them to 

expand their skills. Students will develop a fundamental understanding of computer, device, and 

network security issues, including identity theft, credit card fraud, online banking phishing scams, 

malware, loss of sensitive information, and social engineering. This certification is an excellent 

complement to educational offerings for knowledge workers and end-users interested in becoming 

secure power users. 

 

CSCU v3 goes beyond security awareness version 3 includes: 

▪ Coverage on the latest Operating Systems 

▪ Latest Tools and Techniques to maximize security 

▪ Coverage on securing Gaming Consoles and IoT/Smart Home Devices 

▪ Techniques to secure Home Offices and Remote Work locations 

 
 

 WHAT WILL YOU LEARN? 
 

▪ Data Backup 

▪ Social Engineering Countermeasures 

▪ Social Network Security 

▪ Antiviruses Protection 

▪ Disaster Recovery 

▪ Internet Security 

▪ Credit Card Security 

▪ Monitoring Kids Online 

▪ Wireless & Home Network Security 

▪ OS Security 

▪ Cloud Security 

▪ Password Security 

▪ Mitigating Identity Theft 

▪ Email Security 

▪ Safe Browsing 

▪ Data Protection 

▪ Physical Security 

▪ Mobile Device Security 

▪ IoT Security 

▪ Gaming Console Security 

▪ Securing Remote Work 

▪ IoT Security 

▪ Gaming Console Security 

▪ Securing Remote Work 
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 OUTLINE 
 

▪ Module 01: Introduction to Data Security  

▪ Module 02: Securing Operating Systems 

▪ Module 03: Malware and Antivirus 

▪ Module 04: Internet Security 

▪ Module 05: Security on Social Networking Sites 

▪ Module 06: Securing Email Communications 

▪ Module 07: Securing Mobile Devices 

▪ Module 08: Securing the Cloud 

▪ Module 09: Securing Network Connections 

▪ Module 10: Data Backup and Disaster Recovery 

▪ Module 11: Securing IoT Devices and Gaming Consoles 

▪ Module 12: Secure Remote Work 

 

ABOUT THE EXAM 
 

▪ Exam Name:    CSCU (112-12) Exam 

▪ Number of Questions:   50 

▪ Credit Towards Certification:  Secure Computer User Specialist (CSCU) 

▪ Test Duration:    2 Hours 

▪ Test Format:    Multiple Choice 

▪ Test Delivery:    EC-Council Exam Portal 

 
 
WHO IS IT FOR 
 

Any individual who uses computers and surfs the web, social media, email, chats, etc. but is not aware 

of computer security issues. 

 
 
PREREQUISITES 
 

Basic knowledge of computers and computing devices. 


