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asilasAuludruuas Web  Application Taaianizatrefisdaragluaasiunisitnsizianulaansanas Web
Application, WnWauu, faualunisasessuu (System Architecture), nneagautangssuu (Pen Tester), rasiagau
(Auditors) wargaulalumnasnisarunisinsnanulaaadauas Web Application (A1sWaiunszuuuuuiy) tiaan
Teyviiaradaduluauiae Sudedsrzngsuaulaaasalusiulasossonug U199 AaasnisiEausinaiinuas
ndnnsddey tiailagAu Web Application zasautaslviimnulaaasuuinfedu uananaiifavnanelundngas &9
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1.) fianusAugiuiAeddu HTTP and HTTPS ; Protocol (2afiivum) sff'oﬁaLﬂuﬁug'm‘i,umsﬁmiaﬁamsmu Web
Application syud9vinAunlad1uac9, A1TAauauay, Status Codes (Code u1AsFrUTUAAVTUNIANAATS
mausuaduad Server uuiiu'lassteqaguuduinadiiia) Taafiirausuaglai3auiinseasne Packet (Packet
Structure) sHuf93BMsAKunsn (Attackers) 1alunisTandissuuuaziayasdeusinu Packet

2.) waeznla Web Application Segnlaudiviatinssuvagtannde; snviauang arailuinsie Website dsznausae
TasoasvRus e vgdoasdonasafufitzasnistandfivuiainuindy Tamanizativbsdamaluladeeg 7
lafouagiAailaunn 1udagilu SQLI, XSS, LFI uag RFI TauirnausuazlaizausiuuinionisTaus ludneraissng
(Attack Vector) lusaasiduavinnnfodu

3.) fumaunislaudisruuradnal Hacker; Taagidnausuaglaizausioiunaunisfnain Hacker (fungn) Wundnnis
6199 leiwn Foot printing (A1s&1saasvuuaadiiluune), scanning (A1sawAul@anianaau), enumeration
(nszmumﬂﬁ'amﬁsznn), gaining access (Aswandviilnuune), maintaining access (msafwoﬁaomotﬁans\'a)
s7ufondnnns covering one’s tracks (n1savusassan) Taagiznavusuaslaiiaufiadasfianazuuimedidalunsay
AT¥UIUNTT

4.) nannsianzdnsyuusa SQL Injection Taaandatasiuizadnisidaya input vasildy dedaiflumaiiaiilal
Usglaaiainmsgorids SQL rume Web Application wia'ldTaudissuugiuziayanasiinu (Database)

5.) wannis XSS Cross site scripting; detflusizainaisiauiuuasltdayasdiudlunmsaindetayasie, fan1sadndod,
mslasudvAulanuiansiasunuuwasy dedatinisaénfiaviinisiu Script w¥ad&ou1vadne vinly Hacker s
sudrdorisdasnisuuiuiihvang sudsmiuannisvineuzaslalussdundls  wazaradowalauas Cookie,
Username, Password aadeldoruaiaasgnuiuellle

6.) LFI and RFI; dldaiflunis Hack Hayatlaeltdasini RFI (Remote File Inclusion) Aa tasTninfianileriillanieln
Hacker Tau@ Website 16 dranisavindainatsuaniinusulutiuuasna wsa wanns LFI (Local File Inclusion)
fa daoImiiilanmelu Hacker do'lwadug vatlu Website 11 Run w¥agiaya (a1vivaiu ‘WWa Config walwaifiu
Password n99) Taaaisnsevinludnwaed laun A1sasie Backdoor (n1swaindeszuuviaiaiasmaufiinasiing
WWUN1ALANTARI91T), Key loggers (mistfurinnisnaanauiluiuwaasvdavusanfiinas tdaiavidnseuumn
Tasnssudayasiieg), Malware Distribution (nsuwsnszanauasiauwls) way Bots ﬁ'aﬁatﬂuﬁmnmuﬁszmmiunaju
Kfldrauiaas

7.) wumeilfiiaidvige (Best Practices) ailadsdudunsiaainfaanaunnilseian, asdavinsiaunismagau
(Test Plan) wiaiguaungnelviiinainuinlaiasedu 5m£‘105‘1ﬂmmfus{mﬁ'\mﬁam%aﬁvumsmmaauiwn Taanns
syumaasdaaiimdunismasay, dasiuignauny, muuzindmsuigmsudladyvidmdudasiningndunuly
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»  Wusundngns “Web Application Security Essentials”

aufRusuAeAy HTTP

»  nsldlasunsu Netcat tdalailu HTTP 1.1 uag 1.0

= g@ulsenauddyuay HTTP uazuadnnis HTTP Verb Tampering

»  pdnnsadianasauaulaandanas HTTP Taald Nmap (Tdswnsuiilalunis Scan amagauiaiag) way
Metasploit (a3asiialunisthe Hack ssuunasiiihviane)

= gn@lat19n1svin HTTP Verb Tampering

»  wuuflnie (Lab) iAenAundnnis HTTP Verb Tampering

= NIENARAUANG ANugNsadLarAMIRgUMIaUAaY HTTP

= AsTauGnu Web Browser 63e Nmap wag Metasploit

= viAnugAnAu Metasploit

= HTTP Digest Authentication RFC 2069

= HTTP Digest Auth Hashing (RFC 2069)

= HTTP Digest Authentication (RFC 2617)

= HTTP Statelessness and Cookies

= Session ID (nuneaudsyanda M Web Server eungio Client)

= Asavilalfiidiazennu Lab

»  apdneasdoadiamniddey

5
=
N

= SSL - Transport Layer Protection : ﬁuﬁamsmsmdaﬁaga

= SSL MITM using Proxies : ansTau@satnaiia MITP (man-in-the-middle attack)

= File Extraction from HTTP Traffic : asafudu file anannnisaing Web dssian HTTP
= HTML Injection Basics : Rugiusiunisdiuudlay HTML ialvivinoufanaiauwiavinoulufeisasnisle
= HTML Injection in Tag Parameters

= HTML Injection using 3rd Party Data Source

= HTML Injection - Bypass Filters Cgi.Escape

= Command Injection : nsTaudiiiaiindessunilfiiinisiaansesinu Command Line

= Command Injection — Filters

= Web to Shell on the Server

= Web Shell: PHP Meterpreter

= Web Shell: Netcat Reverse Connects

= Web Shell: Using Python, PHP etc.

= Getting Beyond Alert (XSS) : wafian1séle Code win'lulfunin Webpage fizagini

«  asasiiadfiAazeniu Lab
s Fnlnoasdoaiavniddey
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=
W

= XSS: Cross Site Scripting : n1s&s Script 2y Website iiaTaudivfaiilaninliwialandvin Webpage
= Javascript Variables : é3udsTu Javascript

= Types of XSS : anmaizuad XSS uaazilszian

= Javascript Operators : wutiauay Operator Tu Javascript

= XSS via Event Handler Attributes

= Javascript for Pentesters: Conditionals

= DOM XSS

= Javascript Loops : Waulunsvineuwuuah

= Javascript Functions : aaddeilalunisvineu
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= Javascript Data Types : nmsivuadssinnuasartayalvichuds

= Javascript Enumerating Object Properties : nnsizinqaayalu Javascript Object

= Javascript HTML DOM : sduuuinguay Interface nsidiauidsunsunnasgiu HTML
= Javascript Cookies : %iayanisiain Website sinaq deaggniiuvin'livi Web Browser
= asdld@nanaan1salaze (Real World Example)

= Asaviliailfiidiazennu Lab
«  gisaasidaaiiiavinagdny

o
=
SN

= Javascript Exceptions : Fdsdmsudniudafianaiaciige
= Javascript S uFugnagauanuilaanfuszuuusasauLng
= Javascript for Pentesters: Advanced Forms Manipulation
= Javascript for Pentesters: XMLHttpRequest Basics (XHR)
Wugu API Misnansaunlaladann Javascript vinwiilunisuanid&auliayaszning
Web Server & Web Browser
= Javascript for Pentesters: XHR and HTML Parsing
nann1s XHR uagnsuanipsizvidayasinisnannisvinenuuag Parsing Tu HTML
= Javascript for Pentesters: XHR and JSON Parsing
1ann1s XHR wazidnis Parse JSON
= Javascript for Pentesters: XHR and XML Parsing
1ann1s XHR wagidn1s XML Parsing (d3narelunisfviayanniangns XML & Application)
= File Upload Vulnerability Basics : Wuguuazdasiniviaratinduainnis Upload ‘W&
= Beating Content-Type Check in File Uploads
= Bypassing Blacklists in File Upload
= Bypassing Blacklists using PHPx
= Bypassing Whitelists using Double Extensions in File Uploads
= Defeating Getimagesize() Checks in File Uploads
= Null Byte Injection in File Uploads
= Exploiting File Uploads to get Meterpreter
= Remote File Inclusion Vulnerability Basics : WugiutAeifuzasinizia RFI (Remote File Inclusion) doflu
dalminfianilofitlaniely Hacker Taudi Website ‘6 seinnsiiolnaainatouan Web tziansuly Web uag
AULAY
»  Fsssazdoaiaviddey

o
=
(6,

= Exploiting RFI with Forced Extensions
= RFI to Meterprete
=  LFI Basics :Wugruiendutasinizfia LFI (Local File Inclusion)
= LFI with Directory Prepends
= Remote Code Execution with LFI and File Upload Vulnerability
22913 Remote Code Execution siaer LFI saufertasiniiiiAinainais Upload File
= LFI with File Extension Appended - Null Byte Injection
= Remote Code Execution with LFI and Apache Log Poisoning
nsdallsunanamdsduasiaannseaginasie LFT uay Apache Log Poisoning
= Remote Code Execution with LFI and SSH Log Poisoning
nsdallsunanadedunsiaannseaginasie LFT uay SSH Log Poisoning
= Unvalidated Redirects : dasTwiiAnduannnisiissuuananisilasdunissuan Input agnumungay
=  Encoding Redirect Params : assmnunsiglvitayavinnisuilasanssuinalvinaiafludayaiavgndelaldonsu
= Open Redirects: Base64 Encoded Params : 2asinivilasgnisiinswatayasluuunieiasildauianinumnsa
dayasuaiuilurayalminliananseauls Tnalddidnwsiovun 64 6
= Open Redirects: Beating Hash Checking : szuulunisasiagaumnuauysaizaslwa
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= CSRF and XSS
AsTandnuy Cross-site Request Forgery (CSRF) way Cross-site Scripting (XSS)
= CSRF Token Bypass with Hidden Frames
= Insecure Direct Object Reference
ANudaeritAnann Ninwaunaansws” Tun1savaeingengg aslu Code
»  andneasdoadiamiddey

Aviiandlusaviinauinsunisausy

Withausuasinugiuanusuazlseaunsaivinorusiu Linux Command Line

o & o o
unangasutnucaNnU

s FUFidorusuanulaaadaviaiy
» dnnasauianisiangsyuy

= Hacker

= ¥nweiun Web Application

= paanwuunazweiul Website
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